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Since fiscal years ending on or after December 15, 2023, a U.S. public company's annual report on Form 10-K includes Item 1C, Cybersecurity. Item 1C carries the disclosure required by Regulation S-K Item 106. This guide summarizes what the item asks a company to describe and gives directors a checklist for comparing their own company's disclosure with what the board actually receives. It is a reading aid, not legal analysis; the company's counsel and disclosure committee own the disclosure itself.
How to use this document
1. Read your company's most recent Item 1C alongside this guide.
1. Work through the checklist and note where the disclosure and the board's own experience differ.
1. Raise any differences with management and counsel before the next annual report is drafted.
1. What Item 1C asks a company to describe
Risk management and strategy. The company describes its processes, if any, for assessing, identifying and managing material risks from cybersecurity threats, in enough detail for a reasonable investor to understand them. The description addresses whether those processes are part of the company's overall risk management, whether the company engages assessors, auditors or other third parties in connection with them, and whether it has processes to oversee and identify risks from third-party service providers. The company also describes whether risks from cybersecurity threats, including previous incidents, have materially affected or are reasonably likely to materially affect its business strategy, results of operations or financial condition, and how.
Governance: the board. The company describes the board's oversight of risks from cybersecurity threats. If a committee or subcommittee is responsible for that oversight, the disclosure identifies it and describes the processes by which the board or committee is informed about those risks.
Governance: management. The company describes management's role in assessing and managing material cybersecurity risks. This can include which management positions or committees are responsible and the relevant expertise of the people in them; the processes by which they are informed about and monitor the prevention, detection, mitigation and remediation of cybersecurity incidents; and whether they report information about those risks to the board or a committee.
2. What Item 1C does not cover
Item 1C describes processes and governance. It is separate from the disclosure of a specific material cybersecurity incident, which a public company reports on Form 8-K under Item 1.05. Smaller reporting companies, foreign private issuers and asset-backed issuers can have different requirements; counsel can confirm which apply.
3. Why it matters to directors
Item 1C puts the board's own oversight process into the annual report. A director should be able to recognize the board's real practice in the description: the committee named, how often it is briefed, by whom, and on what. When the disclosure and the board's experience differ, either the disclosure or the practice needs attention.
4. Checklist: reading your company's Item 1C
	#
	Item
	Status
	Owner / date

	1
	The disclosure names the committee (or the full board) that oversees cybersecurity risk, and that matches the committee's charter.
	☐ In place   ☐ Action
	

	2
	The described reporting to the board or committee (who briefs it, how often, on what) matches what directors actually receive.
	☐ In place   ☐ Action
	

	3
	The management roles named in the disclosure are the people who brief the board, and the stated expertise is accurate.
	☐ In place   ☐ Action
	

	4
	The description of how cybersecurity risk fits into overall risk management matches the enterprise risk process the board sees.
	☐ In place   ☐ Action
	

	5
	The use of assessors, auditors or other third parties described in the disclosure is reflected in reports the board has seen.
	☐ In place   ☐ Action
	

	6
	The process for overseeing risk from third-party service providers is described, and the board has seen evidence of it.
	☐ In place   ☐ Action
	

	7
	The statement on whether cybersecurity risks have materially affected, or are reasonably likely to affect, the business is consistent with the risk factors and with what the board has discussed.
	☐ In place   ☐ Action
	

	8
	Language about incident detection, escalation and remediation matches the incident-response plan the board or committee has reviewed.
	☐ In place   ☐ Action
	

	9
	Nothing in the disclosure describes a practice the board has not seen operate during the year.
	☐ In place   ☐ Action
	

	10
	The board knows who drafts Item 1C, who reviews it, and when directors see the draft.
	☐ In place   ☐ Action
	

	11
	The disclosure has been compared with peer companies' Item 1C sections, and any significant differences are understood.
	☐ In place   ☐ Action
	

	12
	Follow-up actions from this review have an owner and a date.
	☐ In place   ☐ Action
	



5. Questions to ask management and counsel
	#
	Question
	Asked
	Follow-up owner

	1
	Which parts of our Item 1C changed from last year, and why?
	☐
	

	2
	What evidence supports each statement about our processes and governance?
	☐
	

	3
	How would a material incident be escalated to the board, and how does that relate to the Form 8-K Item 1.05 process?
	☐
	

	4
	Where do we describe intentions rather than practices that already operate?
	☐
	



Notes
Adapt this template to your organization, jurisdiction and governing documents. It is a general resource, not legal advice. Review with counsel before adoption.
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